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ABSTRACT 

 With the increasing volume of images share through social sites by users, maintaining 

privacy has become a major problem, as demonstrated by a recent wave of publicized incidents 

where users inadvertently shared personal information. In light of theseincidents, the need of 

tools to help users control access to their shared content is apparent. Toward addressing this 

need, we propose an Adaptive Privacy Policy Prediction (A3P) system to help users compose 

privacy settings for their images.Social network users expect the social networks that they use to 

preserve their privacy. Traditionally, privacy breaches have been understood as malfunctioning 

of a given system. However, in online social networks, privacy breaches are not necessarily a 

malfunctioning of a system but a byproduct of its workings. The users are allowed to create and 

share content about themselves and others. When multiple entities start distributing content 

without a control, information can reach unintended individuals and inference can reveal more 

information about the user. 

Our aim is to identify when the privacy of an individual will be breached based on a content that 

is shared in the online social network. The content that might be shared by the users or by others, 

the content may vary, including a picture, a text message, a check-in information or even a 

declaration of personal information. Whenever such content is shared, it is meant to be seen by 

certain individuals; sometimes, a set of friends or sometimes, the entire social network. 

Whenever this content reveals information to an unintended audience, the user’s privacy is 

breached. It is important that if a user’s privacy will be breached, then either the system takes an 

appropriate action to avoid this or if it is unavoidable at least let the user know so that she can 

address the violation. In current online social networks, users are expected to monitor how their 

content circulates in the system and manually find out if their privacy has been breached.  
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To understand and study privacy violations in online social networks, we need a meta-model to 

describe them. A meta-model provides a language to describe models for various social 

networks.Social context of users, such as their profile information and relationships with others 

may provide useful information regarding users’ privacy preferences. Users may have drastically 

different opinions even on the same type of images.it is important to find the balancing point 

between the impact of social environment and users  individual characteristics in order to predict 

the policies that match each individual’s needs. Moreover, individuals may change their overall 

attitude toward privacy as time passes. In order to develop a personalised policy recommendation 

system, such changes on privacy opinions should be carefully considered. 

Corresponding to the aforementioned two criteria, the proposed A3P system is comprised of two 

main building blocks (as shown in below figure): A3P-Social and A3P-Core. The A3P-core 

focuses on analyzing each individual user’s own images and metadata, while the A3P-Social 

offers a community perspective of privacy setting recommendations for a user’s potential privacy 

improvement. We design the interaction flows between the two building blocks to balance the 

benefits from meeting personal characteristics and obtaining community advice. 

 

Figure: System Overview 
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Tags and other metadata are indicative of the social context of the image, including where it was 

taken and why and also provide a synthetic description of images, complementing the 

information obtained from visual content analysis. A3P system is comprised of two main 

building blocks. A3P-Social and A3P-Core. The A3P-core focuses on analyzing each individual 

user’s own images and metadata, while the A3P-Social offers a community perspective of 

privacy setting recommendations for a user’s potential privacy improvement. We design the 

interaction flows between the two building blocks to balance the benefits from meeting personal 

characteristics and obtaining community advice. The A3P system consists of two main 

components: A3P-core and A3P-social. When a user uploads an image, the image will be first 

sent to the A3P-core. The A3P-core classifies the image and determines whether there is a need 

to invoke the A3P-social. In most cases, the A3P-core predicts policies for the users directly 

based on their historical behavior. 

If one of the following two cases is verified true, A3P-core will invoke A3Psocial:  

(i) The user does not have enough data for the type of the uploaded image to conduct policy 

prediction;  

(ii) The A3P-core detects the recent major changes among the user’s community about their 

privacy practices along with user’s increase of social networking activities (addition of new 

friends, new posts on one’s profile etc).  

 In above cases, it would be beneficial to report to the user the latest privacy practice of 

social communities that have similar background as the user. The A3P-social groups users into 

social communities with similar social context and privacy preferences, and continuously 

monitors the social groups. When the A3P-social is invoked, it automatically identifies the social 

group for the user and sends back the information about the group to the A3P-core for policy 

prediction. At the end, the predicted policy will be displayed to the user. If the user is fully 

satisfied by the predicted policy, he or she can just accept it. 

There are two major components in A3P-core: 

(i) Image classification and  

(ii) Adaptive policy prediction.  
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For each user, his/her images are first classified based on content and metadata. Then, privacy 

policies of each category of images are analyzed for the policy prediction. Adopting a two-stage 

approach is more suitable for policy recommendation than applying the common one-stage data 

mining approaches to mine both image features and policies together. Recall that when a user 

uploads a new image, the user is waiting for a recommended policy. The two-stage approach 

allows the system to employ the first stage to classify the new image and find the candidate sets 

of images for the subsequent policy recommendation.  

Image Classification 

 To obtain groups of images that may be associated with similar privacy preferences, we 

propose a hierarchical image classification which classifies images first based on their contents 

and then refine each category into subcategories based on their metadata. Images that do not 

have metadata will be grouped only by content.  

Content-Based Classification 

 Our approach to content-based classification is based on an efficient and yet accurate 

image similarity approach. Specifically, our classification algorithm compares image signatures 

defined based on quantified and sanitized version of Haar wavelet transformation. For each 

image, the wavelet transform encodes frequency and spatial information related to image color, 

size, invariant transform, shape, texture, symmetry, etc. Then, a small number of coefficients are 

selected to form the signature of the image. The content similarity among images is then 

determined by the distance among their image signatures groups images into subcategories under 

aforementioned baseline categories.  

 

Adaptive Policy Prediction 

 The policy prediction algorithm provides a predicted policy of a newly uploaded image to 

the user for his/her reference. More importantly, the predicted policy will reflect the possible 

changes of a user’s privacy concerns. The prediction process consists of three main phases: 

(i) Policy normalization; 

(ii) Policy mining; and  

(iii) Policy prediction. 
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 The policy normalization is a simple decomposition process to convert a user policy into 

a set of atomic rules in which the data (D) component is a single-element set. We propose a 

hierarchical mining approach for policy mining. Our approach leverages association rule mining 

techniques to discover popular patterns in policies. Policy mining is carried out within the same 

category of the new image because images in the same category are more likely under the similar 

level of privacy protection. The basic idea of the hierarchical mining is to follow a natural order 

in which a user defines a policy. Given an image, a user usually first decides who can access the 

image, then thinks about what specific access The policy mining phase may generate several 

candidate policies while the goal of our system is to return the most promising one to the user. 

A3P-SOCIAL 

The A3P-social employs a multi-criteria inference mechanism that generates representative 

policies by leveraging key information related to the user’s social context and his general attitude 

toward privacy. 

Modeling Social Context  

We observe that users with similar background tend to have similar privacy concerns, as seen in 

previous research studies and also confirmed by our collected data. This observation inspires us 

to develop a social context modeling algorithm that can capture the common social elements of 

users and identify communities formed by the users with similar privacy concerns. The identified 

communities who have a rich set of images can then serve as the base of subsequent policy 

recommendation. The social context modeling algorithm consists of two major steps.  

 The first step is to identify and formalize potentially important factors that may be 

informative of one’s privacy settings. 

 The second step is to group users based on the identified factors. The policy mining phase 

may generate several candidate policies while the goal of our system is to return the most 

promising one to the user. 

 

Thus, we present an approach to choose the best candidate policy that follows the user’s privacy 

tendency. To model the user’s privacy tendency, we define a notion of strictness level. The 

strictness level is a quantitative metric that describes how “strict” a policy is. 
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CONCLUSIONS 

 We have proposed an Adaptive Privacy Policy Prediction (A3P) system that helps users 

automate the privacy policy settings for their uploaded images. The A3P system provides a 

comprehensive framework to infer privacy preferences based on the information available for a 

given user. We also effectively tackled the issue of cold-start, leveraging social context 

information. Our experimental study proves that our A3P is a practical tool that offers significant 

improvements over current approaches to privacy. In this, we introduced a meta-model to define 

online social networks as agent-based social networks to formalize privacy requirements of users 

and their violations. In order to understand privacy violations that happen in real online social 

networks, we have conducted a survey with Facebook users and categorized the violations in 

terms of their causation. 
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